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directQuarantine 1.1 Installation Guide

This guide is a short manual on how to easily install directQuarantine through
ActiveDirectory GPO Deployment.

Step 1: Installing directQuarantine Server

Copy the dQ Server.msi file onto modusGate and click to execute it (modus can be on
a physical server or VM).

Step 2: Configure the IP address and port number in Active Directory

The directQuarantine Client communicates with dQ Server via a web service, using the
modusGate server IP and the default port number (9000). This information must be
configured in Active Directory.

You must enter all names and syntax as given.

1. Log in to the Domain Controller Server.

2. Click Start > Programs > Administrative Tools > Active Directory Users and Computers.
3. Expand the domain name where the program is to be installed.

4. Right-click Users and select New > User.

5. Enter vircomDqgServer in First name, copy it to User logon name and click Next.

New Object - User

g Create in:  galab/Users
First name: IvircomeServer Iitials: I

Last name: I

Full name: IvircomD qServer

Uszer logon name:
I\rircomD qServe] I @qgalab j

User logon name [pre-windows 2000]:
IQA\ IvircomD qServer

< Back I Mext > I Cancel I

6. Configure the Password settings and click Next on the remaining screens to finish
creating the user.

7. Right-click vircomDqgServer and select Properties > Telephones.

8. Enter the modusGate server IP address and port number in IP phone and click OK. For
example, enter 192.168.30.131:9000. Do not enter spaces. (Using the Notes section is
optional.)
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vircomDqServer Propetties I

Member Of I Diakin | Enviranment | Sessions I Remate control
Terminal Services Profile I COr+ | Exchange General
E-mail Addrezzes | Exchange Features I Exchange Advanced

General | Addiess | Account | Profie  Telephones I Organization

r~ Telephone numbers

Thiz iz pointing to the Wk in Qalab
G WINZKE 232 5P2_S0L2005_[I1S6_Ma_GATE

Home: || Other... |
Pager: I Other. .. |
Mobile: | Other... |
Fau: I Other... |
1P phane: |‘I 92.168.30.1.31: 5000 Other... |
HMotes:
dll-Server : ;I
|-

QK I Cancel | Apply | Helm |

Alternate configuration:

If you prefer, the client IP can instead be configured as a domain OU (Organizational
Unit). You must enter all names and syntax as given.

1. Right-click the domain name and select New > Organizational Unit.
2. Enter the Name ExternalApplicationsRepository and click OK.

3. Right-click vircomDgServer, select Move > ExternalApplicationsRepository and click OK.

ove |

Move object into container;

=3 o =
G- Builtin
I:l Computers
@ contact
(&3] Domain Controllers
(] erlis
@ Externaldppli
|:| ForeignS ecurityPrincipals
=R o
&£ Loadsim Users
@ Microzoft Exchange Security Groups

@ New OU LI

— A
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Step 3: Deploy the GPO

Important: All files in the client installation package must be copied to a shared
folder. This folder must be accessible by the users’ computers where
directQuarantine is to be installed. The full network path to these files will be
required in the following steps.

Both .Net Framework 3.5 SP1 and .Net 4 Extended are required on the client but are not
included in the client install files; they will have to be deployed separately.

To deploy .Net Framework 3.5 SP1 using a GPO, see: http://msdn.microsoft.com/en-
us/library/cc160717%28v=vs.90%29.aspx

Note: .Net 3.5 SP1 is installed by default on Windows 7 machines.

e .Net 4 Extended download:
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=9cfb2d51 -5ff4-
4491-b0e5-b386f32c0992&displaylang=en

Log in on the Domain Controller server

2. Open Active Directory > Users and Computers

w

Create an OU for the users who will be using directQuarantine and add the user
names. If an OU already exists, skip to Step 4.

Go to Start > Programs > Administrative Tools > Group Policy Management

Right-click on the desired OU, select Create and Link a GPO Here and New

Enter a name in New GPO, e.g., Vircom Addin Client and click OK

Right-click on Vircom Addin Client and select Edit to open the Group Policy Object Editor

Expand User Configuration > Software Settings

© o N o u B

Right-click Software Installation and select New > Package

10. Enter the full network path to the dQ Client.msi file. Example, enter
\\servername\sharedpath\dQ Client.msi

11. Select Advanced in Deploy Software, and click OK
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Deploy Software EE |

Select deplayrment method:

" Published

 fasigne

Select thiz aption o configure the Publizhed or Azsigned options,
and to apply modifications to a package.

(1] I Cancel

12. Click Properties > Deployment and click to select all of the following settings:

e Assigned in Deployment type
e Install this application at logon in Deployment options
e Basic in Installation user interface options

¥ircom Lookout AddIn Properties HE

General Deplapment |L||:ugrades| Eateguriesl Mudificatiunsl Securityl

— Deplayment twpe
" Published

* Azsigned

— Deployment ophions
V¥ | Auto-installthis application by file extension activation

[~ Urinstall this application when it falls out of the scope of
managernemk

[ Do not display this package in the Add/Femove Programs control
panel

[v inztall thiz application at logor

 Installation wzer interface optionz
{* Basic

= Masimum

Advanced.. |

(] 4 I Cancel

e Click OK to proceed
13. Click OK to close the Group Policy Object Editor
14.The GPO will execute immediately to push the files to the specified users
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